CAREWare has a Password Reset Manager that allows users to unlock their accounts.

To access the Password Reset Manager:

Log into the Central Administration domain.
Click Administrative Options.

Click Advanced Security Options.

Click Password Reset Manager .
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Advanced Security Options

Securnity Questions Admin

User Group Admin (Reports)

Password Reset Manager

Close

5. Click Enable email password reset.

-~

F1: SMTP Settings

Esc: Close

Password Reset Manager

Enabling this feature will allow users who are
locked out of CAREWare due to too many
incorrect password attemmpis: to reset their own
password using a token that 1= sent fo the emal
address set in his/her user selings.

¥ Enable email password reset

6. Enter Outgoing Email Configuration settings.
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'igz Cutgeing Email Configuration et

SMTP Server: |Smtp.gmail.com

From email: ITester@jpmg.cnm

¥ SMTP reguires authentication

¥ Server requires secure connection (S5L)

User Name: ITester@jpmg.cnm

Password: !

Send Test Email

To test the email settings:
1. Click Send Test Email.

2. Enter an email address.
3. Click Send.

o= To Email Address — O >

Flease enter & valid email address to send test email

Send l

A

Client >

Test email successfully sent
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Once the test email is sent, the user will receive an email like the one below.
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This is a test email from the CAREWare PM automation setup. This email address is configured correctly.

The Password Reset Manager feature is triggered when a user account is locked because
he or she entered an incorrect password more than three times. This is the default setting,
which can be adjusted to a different number of entry errors. Once a user account is
locked, CAREWare will show the following message:

W CAREWare

This account is locked from too many failed login attempts [RESETOK]- event
token: ehb3fdel

OK Detailsz=

Once the user account is locked, a Reset Password button will be displayed.
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RW CAREWare Login

Department of Health and Human Services

SRS

Health Resources and Services Administration

RW CAREWare

Version 5.0

Sl Beset Password

User Mame:  |TestTest 101

Password: i|

Login Cancel Optiongs >

4.0.30315.42000

1. Click Reset Password.

Enter reset code:

Send reset code to user email

— ST RATNTT T ¥

2. Click Send reset code to user email.
3. Click OK.
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Email sent >

Password reset token sent. Check your email and enter the code to reset your
password.

OK

The user will receive an email like this:

A password reset token was requested for user TESTTEST101. Click the Reset Password link on the legin form and enter the following token:

6CB21F6

This token will be valid for 1 hour from the time this email was sent.

4. Enter the token from the email.
Reset Password For User: - TestTest101

Emterresstoods: (6C621F6

Send reset code to user email

Submit | e

5. Click Submit.
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Change Expired Password

Your current password has been manually reset. You
cannot login without changing to a new password.

Uszer:
TestTest101
Mew Password: Repeat New Password:
[ |
Change Password Cancel

6. Enter a new password.
7. Click Change Password.

CQuality Check >

Password has been changed. You will need to login again with your new
password.

0K

The user can now log into CAREWare with the new password.
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