Users will get this message if they have entered an incorrect password several times. The default limit
is three attempts. If a user is attempting to log in and never get a message that the account is locked,
even though they cannot log in, then the username is incorrect.

Login
Submit

Login

Enter your CAREWare Username

»> This account is locked from too many failed login attempts. <<

Username: |Kevin

The primary option for unlocking users is to log in with another user account that has permission to
unlock users. If all users are locked out, unlock the account using the CW Admin by following the
instructions here.

Once that user logs in, follow these instructions:

1. Click Administrative Options.
2. Click Provider User Manager.
3. Click Manage Users.

Administrative Dplions > Provider Uses Manager > Manage Usérs

Manage

Manage Users

Search. Kevin

Username First Name Last Hame Status
KCHEZIK Kewin Chazik Active
FAABORGE K awin Faaborg Acteva
KEVINZ K awin Ricclarda Acteve
KEWIN K evin Ricciardo Active

4. Click the user's account to highlight it.

Lhange Lisemame Lhange s user § Usename

OpenlD Connect is not enabiled

Security challenges feature should be activated and 'Security Question Admin’ permission
should be granted 1o enabls

Undo Password Lockout User Locked out
Ressl internal 2 Factar Key Sarvar is not set up for 2 factor auth
Custom report field restrictions in effect: 0. Cusiom repart restriction groups in effect: 1

Manage Ruepart Fisld Restrictions

Usar Natices View acknowledged user notices

5. Click Manage.
6. Click Undo Password Lockout.
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Administrative Options > Provider User Manager > Manage Users > KEVIN > KEVIN

Change Password

Usar
Mew Passwornd:
Repeat Password:

Foroe Password Reset:

At this point the user's account is unlocked. If the user needs his or her password reset, click Change
Password to set a new password for the user.

Force Password Reset will allow the user to set his or her own password after logging in with the
password set here.
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